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Java Runtime Environment Requirements and Settings

Impacted users:

Users have their Java run time environment upgraded to Java 1.8.0_nn (latest version was 1.8.0_65)

Issue #1

User is unable to upload/download files. The display may either not respond at all or it may “lock up”
and prevent any further actions.

Per the WBSCM recommended hardware and software requirements, all WBSCM users must have Java
version 1.7 or higher installed on their workstations. In Java 1.7 and Java 1.8 the advanced settings for
TLS 1.0, TLS 1.1, and TLS 1.2 must be selected. (Note: Java 1.6 does not support TLS 1.1 or TLS 1.2).

1. Open Java Control Console from Windows Control Panel
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2. Select the Adva_nced tab
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3. Scroll down and Select the TLS 1.0, TLS 1.1, and TLS 1.2 settings.
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5.

|£| Java Contral Panel

General | Java | Security | Advanced |

| All certiicates in the chain of trust

o not check {not recommended)

Check for signed code certificate revocation using
ertificate Revocation Lists (CRLs)

) Online Certificate Status Protocol (OCSF)
oth CRLs and OCSP

Perform TLS certificate revocation checks on

----- ) Server certificate only

Il certificates in the chain of trust

) Do not check {not recommended)

Check for TLS certificate revocation using

| Certificate Revocation Lists (CRLs)

nline Certificate Status Protocol (OCSF)
oth CRLs and OCSP

Advanced Security Settings

----- [ Enable the operating system's restricted environment {native sandbox)
Use certificates and keys in browser keystore
Enable blacklist revocation chedk

I ----- Enable caching password for authentication
----- [ Use 5L 2.0 compatible ClientHello format
Use TLS 1.0

Use TL5 1.2

Miscellaneous

o [ Store user settings in the roaming profile

----- |:| Place Javaicon in system tray

----- [ Suppress sponsor offers when installing or updating Java

m

Select “Apply” and then “OK” to save the changes

|| Java Contraol Panel

| General | Java | security | Advanced |

) All certficates in the chain of trust
% Do not check {not recommended)
Check for signed code certificate revocation using
(") Certificate Revocation Lists (CRLs)

Online Certificate Status Protocol (OCSF)
Both CRLs and OCSP
Perform TLS certificate revocation checks on
) Server certificate only
All certificates in the chain of trust
) Do not chedk (not recommended)
Check for TLS certificate revocation using

---(7) Certificate Revocation Lists (CRLs)
Online Certificate Status Protocol (OCSP)
(@ Both CRLs and OCSP
dvanced Security Settings

x

[¥] Use certificates and keys in browser keystore
Enable blacklist revocation check

Enable caching password for authentication
----- [] use 55L 2.0 compatible ClientHello format

Miscellaneous

----- [] Store user settings in the roaming profile

----- |:| Flace Java icon in system tray

----- [ Suppress sponsor offers when installing or updating Java

----- [] Enable the operating system's restricted environment {native sandbox)

m
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Cancel ][ Apply

Logoff/Logon to WBSCM and execute the function

February 10, 2016



USDA

= |
el United States Department of Agriculture

Issue #2
User may receive this pop-up when attempting to upload/download files.

Application Blocked by Java Security

For security, appications must now mest the requirements for the High or Very High security
settings, or be part of the Exception Site List, to be allowed to run. More Information,

R Your secunity settings have blocked an application from running due to missing a

Permissions” manifest attribute in the main jar.

Java 1.8 has higher default security than 1.7 and for working with some applications (like WBSCM), there
are configuration setting changes required at the user desktop client.

1. Open Java Control Console from Windows Control Panel
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2. Select the Security tab
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[General| update | Java | Secuity.| Advanced|

About
View vergion infarmation about 1ava Control Pansl,

[ Absit...
Network Seitngs

Hetwork settings are used when making Infernet connections, By default, Java wil use the neteork
setings it your web bvoweer, Only advanced users should medfy these seitings.

hebwork Settings. ..
Temporary Internet Fles
Files you use i Java applications are stored in & spedal folder for queck execution Later, Qnly

umers should delete fles or moddy thess setings.

lervain the browser s enatied.  See the Seourity tab

3. Under the Security tab change the Java security setting to “High”.
4. Add all of the WBSCM URLs that you use to the “Exception Site List”, by selecting the “Edit Site
List” button which is also located under the Security tab.

Add URLs:

Production: https://portal.wbscm.usda.gov

QAS: https://wbscmint.wbscm.usda.gov

Training: https://wbscmntrn.wbscm.usda.gov
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5. Select “OK” to save setting, and exit the Java Control Panel
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6. Logoff/Logon to WBSCM and execute the function

ISSUE #3

User may be redirected to the eAuthentication logon screen when attempting to upload/download files.
This may be due to temporary files that have been stored on the computer by the Java client. User must
delete the old temporary files, and optionally deselect the option to store temporary files locally.

1. Open Java Control Console from Windows Control Panel
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2. Under the ‘General’ tab, select the ‘Settings’ button under the heading “Temporary Internet

Files”
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Deselect the checkbox option ‘Keep temporary files on my computer’, and select the ‘Delete
Files...” button in order to delete the current temporary files.
Select all of the check boxes allowed, and Select “OK” to delete.

" — ~
Delete Files and Applications ﬁ

i"jf":\ Delete the following files?

Cached Applications and Applets

Installed Applications and Applets

Ok ] [ Cancel

4. Select “OK” to exit the ‘Temporary Files Settings’ pop-up, and then “OK” again to close the Java

Control Panel.
5. Logoff/Logon to WBSCM and execute the function
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